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Abstract—Consensus control of multi-agent systems (MASs)
has applications in various domains. As MASs work in networked
environments, their security control becomes critically desirable
in response to cyber-attacks. In this paper, the observer-based
consensus tracking control problem is investigated for a class
of Takagi-Sugeno fuzzy fractional-order multi-agent systems
(FOMASs) under cyber-attacks. The malicious cyber attacks can
impact the security of topologies of the communication networks
of both controllers and observers. To estimate unmeasurable
system states, a fuzzy observer is built. It is found that the topology
of contact for observer states may be different from that of the
feedback signals. A novel mathematical model for T-S fuzzy
FOMASs with cyber-attacks is proposed. By using algebraic
graph theory, Lyapunov functional, and fractional calculus
theory, a distributed feed-back controller is developed for each
agent, which guarantee the secure performance of tracking
consensus error and observer error. Finally, two numerical
examples demonstrate the effectiveness of the suggested control
scheme, and the controller design for electronic network circuits
shows the applicability of the proposed theoretical results.
Simulations results for different differential-orders and coupling
strength scenarios are given.

Index Terms—Cyber-attacks, distributed control, fractional-
order, multi-agent systems, takagi-sugeno model.

I. INTRODUCTION

THE distributed coordinated control of MASs have gained

wider and wider attention due to its potential applications in

several disciplines such as robotics [1], aircraft control [2],

unmanned air vehicles [3], smart grids [4], and sensor net-

works [5]. We should note that much of the existing research on

MASs consensus focuses on integer-order dynamics ([6]–[9]).

The importance of dealing with fractional-order derivatives is the

involvement of memory and hereditary properties that gives a

more realistic way to fractional-order models ([10], [11]). Due to

the memory effect, the non-integer models integrate all previous

information from the past that makes it to predict and translate the

fractional-order models more accurately. It has been discovered,

in particular, that fractional-order systems, which are acknowl-

edged as a major advance over integer-order systems, could be

applied in a growing number of engineering application fields

([12]–[14]). Despite the fact that there are many studies on the

consensus of MASs in integer-order case, there are few results on

FOMASs ([15]–[19]). Comparedwith the results ofMASs in inte-

ger-order case, the consensus problem of FOMASs is relatively

few, which has the potential research value due to the memory of

FOMASs. Because of practical constraints, some agents partial

information may be unmeasurable. Thus, for the consensus track-

ing problems, agent output measurements are observed, and dif-

ferent techniques of observer-based control are studied ([20]–

[27]). Compared with the published works in the literature, the

obtained criteria improve the previous works. Therefore, it is of

the great significance to study the observer-based control for the

engineering application scopes ofMASs.

A cyber-physical system (CPS) is an intelligence system con-

sist of processing, communication, and control with both physical

and cyber components. As established in ([28]–[31]), security

concerns for CPSs differ from those in typical control systems

because cyber-attacks in the cyber layer can be extended to the

physical layer. With the advent of network information and broad

spatial distributed systems, MASs which can be considered a sub-

set of CPSs, are becoming vulnerable to cyber-attacks. In actual-

ity, the network is very vulnerable to malicious signal attacks as a

result of its openness and shareability ([32]–[37]). Thus, our

results significance improve from former works.

The T-S fuzzy model is well known as a powerful tool for

dealing with the leader-follower consensus in achieve MASs
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([38]–[43]). Due to their significant usage of communication

technologies, MASs are frequently exposed to various cyber-

attacks. T-S fuzzy networked systems, which can be considered

a class of CPSs, have been vulnerable to cyber-attacks as network

information technology and large-scale spatial distributed sys-

tems have advanced. These attacks could have a significant

impact on tracking performance ([44]–[46]). Implementing per-

formance distributed secure control techniques for FOMASs

under attack remains a challenging and significant concern. To

the best of our knowledge, no one has explored the observer-

based consensus tracking problem of T-S fuzzy FOMASs with

cyber-attacks, and it is, therefore, beneficial to further develop

new techniques dealing. This motivates our study.

As narrated above, we focused on the T-S fuzzy observer-

based consensus tracking control of FOMASs under cyber-

attack. The main contributions are:

(i) The secure consensus criteria is derived for FOMASs via

T-S fuzzy approach under a cyber-attack scenario.

(ii) Compared with the existing results for MAS under

cyber-attacks ([32]–[34]), under malicious attacks, the secu-

rity control analysis of both controllers and observers commu-

nication networks is unrelated, and over the duration of the

attack in this study, these two topologies can change.

(iii) We developed a useful technique for determining the

coupling strengths and feedback gain matrices for the control-

lers and observers.

(iv) We developed two optimization problems that solved

sufficient criteria to achieve consensus tracking.

(v) Finally, numerical simulations show that the suggested

observer-based control scheme is used to the consensus track-

ing of a tunnel diode network circuit.

Notations: Let N is the natural number; Real numbers, and

n� 1 real (complex) column vectors are referred to in R , and

R nðC nÞ respectively. ‘T’ denotes the matrix transposition. In

represent identity matrix. �ð�Þ the eigenvalue of a matrix. �
stands for the Kronecker product.

II. SYSTEM DESCRIPTION AND PRELIMINARIES

A. Algebraic Graph Theory

When each agents is regarded a node, the FOMASs haveM
followers, and a single node can be represented as a directed

graph, where G ¼ ðV ; E ;A Þ; where V ¼ f1; 2; . . .;Mþ 1g
is the node set, E � fðp; qÞ; p; q 2 V g is the edge set, and

A ¼ ½apq� 2 R ðMþ1Þ�ðMþ1Þ; which is called adjacent matrix

of G with non-negative elements, where if p is adjacent to q;
apq > 0; otherwise apq ¼ 0: If there is a node p such that there
exists a directed from it to any other node, G is said to contain

a directed spanning-tree. The Laplacian matrix L defined as

L ¼ ½lpq� 2 R ðMþ1Þ�ðMþ1Þ with lpq ¼ �apq; p 6¼ q; and

lpq ¼
PMþ1

q¼1 apq; 8p ¼ 1; . . .;Mþ 1:

B. Model Formulation and Basic Lemmas

We give some definitions of fractional calculus and lemmas

that will be required later. Then, consensus issue of FOMASs

is formulated via T-S fuzzy.

Definition 1 [11]: For 0 < a � 1; the Caputo fractional

derivative is known as

C
t0
Da

t hðtÞ ¼
1

Gð1� aÞ
Z t

t0

h0ð�Þ
ðt� �Þa d�; (1)

where Gð1� aÞ ¼ R1
0 t�ae��d�:

Definition 2 [14]: The Mittag-Leffler function are

EaðzÞ ¼
X1
m¼0

zm

Gðmaþ 1Þ ; (2)

where a > 0; and z 2 C:
Lemma 1 [14]:Let VðtÞ be a continuous function on

½t0;þ1Þ and satisfies C
t0
Da

t VðtÞ � QVðtÞ; then

VðtÞ � Vðt0ÞEaðQðt� t0ÞÞa;
where a 2 ð0; 1Þ and Q constant.

Lemma 2 [12]:For 0 < a < 1; t 2 R ; t > 0; we have

lim
t!þ1EaðtÞ � lim

t!þ1
1

a
et

1
a :

Lemma 3 [13]:Let xðtÞ be a continuous and derivable vector

valued function. Then for any t 	 t0;
1
2 ðCt0Da

t x
T ðtÞxðtÞÞ �

xT ðtÞCt0Da
t xðtÞ; where 0 < a < 1:

The security control for T-S fuzzy FOMASs, which consists of

cyber-attacks, is displayed in Fig. 1 with cyber layer p ¼
1; 2; . . .;M;Mþ 1: A network channel, controller and sensor

are included in this framework. In fact, when an attack happens,

the network can not operate properly, and then after a period of

time, the networks attempts to restore or recovery process must

reconstruct the network so that the network will work effectively.

Several well-studied results on recovery mechanisms have been

published. In recent years, there has been a significant increase in

research on the security control of complex cyber-physical net-

works (see in [28]-[30], [44], [45]). It is noteworthy that several

authors have recently investigated the security control problem for

MASs in integer-order case (see in [26], [27], [31]–[34]), but there

is no results for fractional case. Moreover, fractional-order case

has better characteristics than corresponding integer-order case.

The fractional-order physical-plant model of Mþ 1 agents

and pð1 � p � MÞ followers as:

Fig. 1. Framework for networked agent systemswith physical and cyber layers.
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C
t0
Da

t=pðtÞ ¼ A=pðtÞ þ B~upðtÞ;
’pðtÞ ¼ C=pðtÞ;

�
(3)

where 0 < a < 1; =pðtÞ 2 R n, ’p 2 Rm; and ~upðtÞ 2 R r

denotes, respectively, the state, output, and control inputs. A;
B; and C is the constant matrices. The control aims to establish

distributed consensus tracking protocols ~upðtÞ; p ¼ 1; . . .;M
to make it asymptotic for the states of the followers to obey

Mþ 1; which will satisfy the leaders [7],

C
t0
Da

t=Mþ1ðtÞ ¼ A=Mþ1ðtÞ: (4)

C. T-S Fuzzy and T-S Fuzzy Control Models

Fuzzy logic systems directly address the imprecisions of the

variables of input and output by describing them in linguistic

terms with the fuzzy numbers (and fuzzy sets). The fractional

physical plant system (3) is described in the T-S fuzzy

approach are given:

Rule u :
IF f1 is M u1 and f2 is M u2 and... and fk is M uk:
THEN

C
t0
Da

t=pðtÞ ¼ Au=pðtÞ þ Bu~upðtÞ;
’pðtÞ ¼ Cu=pðtÞ;

(
(5)

where fpðtÞ is the premise variable; M uk for u ¼ 1; . . .;b rep-

resents the fuzzy sets, b are IF-THEN laws; The constant

matrices are Au; Bu and Cu:
By the T-S fuzzy with final output processes, we have

C
t0
Da

t=pðtÞ ¼
Pb

u¼1 CuðfpðtÞÞ Au=pðtÞþBu ~upðtÞPb

u¼1
CuðfpðtÞÞ

� �
;

’pðtÞ ¼
Pb

u¼1 CuðfpðtÞÞ Cu=pðtÞPb

u¼1
CuðfpðtÞÞ

� �
;

8>>><>>>: (6)

where CuðfpðtÞÞ ¼
Qm

u¼1 M ukðfpðtÞÞ with M ukðfpðtÞÞ repre-

senting the grade of memberships of fp in M uk; satisfy the fol-

lowing conditions:Pb
u¼1 CuðfpðtÞÞ > 0;

CuðfpðtÞÞ 	 0; ðu ¼ 1; . . .;bÞ:

(
(7)

Let muðfpðtÞÞ ¼ CuðfpðtÞÞPb

u¼1
CuðfpðtÞÞ

; then the expression (7) is writ-

ten as

C
t0
Da

t=pðtÞ ¼
Pb

u¼1 muðfpðtÞÞ Au=pðtÞ þ Bu~upðtÞ
� �

;

’pðtÞ ¼
Pb

u muðfpðtÞÞCu=pðtÞ;
C
t0
Da

t=Mþ1 ¼
Pb

u¼1 muðfðtÞÞAu=Mþ1;

8><>: (8)

where Pb
u¼1 muðfpðtÞÞ ¼ 1;

muðfpðtÞÞ 	 0; ðu ¼ 1; . . .;bÞ;

(

where muðfpðtÞÞ are IF-THEN rules weights.

The fuzzy control design of distributed consensus tracking

protocals ~upðtÞ is given as
Rule u :
IF f1 is M u1 and f2 is M u2 and... and fk is M uk:
THEN

~upðtÞ ¼ �
XMþ1

q¼1

Kua
ðŝðkÞÞ
pq ð=qðtÞ � =pðtÞÞ; (9)

where Ku are the control gain matrices, � are coupling

strengths, a
ðŝðkÞÞ
pq is the adjacent matrix representing the com-

munication network via attacks.

The final output can be described as the fuzzy prediction

controller by,

~upðtÞ ¼ �
Xb
u¼1

muðfpðtÞÞ
XMþ1

q¼1

Kua
ðŝðkÞÞ
pq ð=qðtÞ � =pðtÞÞ: (10)

Substitute (10) in (8), we obtain the complete controlled T-S

fuzzy system as:

C
t0
Da

t=pðtÞ ¼ Pb
u¼1 muðfpðtÞÞðAu=pðtÞ

þ�Bu

PMþ1
q¼1 Kua

ðŝðkÞÞ
pq ð=qðtÞ � =pðtÞÞÞ

’pðtÞ ¼ Pb
u¼1 muðfpðtÞÞCu=pðtÞ:

8>><>>:
(11)

The following distributed state T-S fuzzy observer is devel-

oped for the followers p ð1 � p � MÞ to estimate the

unknown system states =pðtÞ in system (3):

C
t0
Da

t
b=pðtÞ ¼ Pb

u¼1 muðfpðtÞÞðAu
b=pðtÞ

þ�Bu

PMþ1
q¼1 Kua

ðŝðkÞÞ
pq ð b=qðtÞ � b=pðtÞÞÞ

þ~�Vu

PMþ1
q¼1 Kua

ð�sðkÞÞ
pq ðrqðtÞ � rpðtÞÞ

’̂pðtÞ ¼ Pb
u¼1 muðfpðtÞÞCu b=pðtÞ;

8>>>><>>>>: (12)

where b=pðtÞ is the observers state for agent p; and

rpðtÞ ¼ ’̂pðtÞ � ’pðtÞ ¼ Cð b=pðtÞ � =pðtÞÞ;Vu are the

observer control gain matrices, ~� is coupling strength, a
ð�sðkÞÞ
pq is

the adjacent matrix representing the observer-based communi-

cation network via attacks.

Remark 1: The states of system dynamics are not always

completely accessible in a realistic application. As an out-

come, the observer-based control technique has gradually

evolved into a valuable tool for networked control systems.

A high-order system can be viewed as FOMAS (3) and

high dimensional system states can be seen in (12). It is

well known that in practice the systems state =pðtÞ can be

difficult to obtain, therefore the state observer b=pðtÞ is

intended in this paper to estimate the state =pðtÞ (kindly

refer [7]). In addition, the observer (12) also discusses gains

Ku and Vu, that are able to effectively improve the control

characteristics for FOMAS and decrease the conserva-

tiveness of the output feedback control design. In this study,

we focused on the general dynamics of the leader-follower

MAS, which varies from the established observer-based
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model in previous studies ([24], [25]). Compared with the

previous studies in ([24], [25]), our obtained criteria

improve the previous results. In this paper the malicious

cyber-attacks are also considered for realizing output feed-

back controller.

However, the attacks method of targeting the controller is

safer since manipulating the control signal uðtÞ expressly

reveals the system to vulnerabilities. Fig. 2 depicts the commu-

nication networks of controllers and observers during pth attacks
in the time interval ½~tp; �tp�: The enhanced network containing of
4 followers and one leader in the presence of attacks on nodes.

Node 2 (shade star) is attacked to the communication channel of

controllers and node 3 (shade star) is attacked to the communica-

tion channel of observers. Here, t0 and tp are respectively initial,
and pth malicious attack occurs. ~tp and �tp; p ¼ 1; 2; . . .; are
respectively instants of time during which the pth attack and the
node functions are recovered. It is believed that malicious

assaults will have an independent impact on controller and

observation channels. Attacks can be seen to occur at time

instant t1; but the cyber command centre notices them at �t1:
Then, beginning with �t1; the repair system will be turned on.

From �t1 to ~t1; the communication graphs are discontinuous. Spe-

cifically, node 3 is destroyed in the observation communication

network and node 2 becomes inactive in the communication net-

work of control inputs. The effect of the attacks will be elimi-

nated at ~t1; and during the time interval ½~t1; t2�; the topology of

the whole network will be recovered back to its initial setting,

until the next attacks happen at t2:
By using Kronecker product, from (11) and (12) are given:

C
t0
Da

t=ðtÞ ¼
Xb
u¼1

muðfpðtÞÞððIM � AuÞ=ðtÞ

� �ðL ŝðkÞ � BuKuÞ e=ðtÞÞ; (13)

and

C
t0
Da

t
b=ðtÞ ¼ Xb

u¼1

muðfpðtÞÞððIM �AuÞ b=ðtÞ
� �ðL ŝðkÞ � BuKuÞ~xðtÞ � ~�ðL �sðkÞ �VuÞrðtÞÞ;

(14)

where =ðtÞ ¼ ð=T
1 ðtÞ; . . .;=T

MðtÞÞT ; b=ðtÞ ¼ ð b=T
1 ðtÞ; . . . ; b=T

MðtÞÞT ;
rðtÞ ¼ ðrT1 ðtÞ; . . .; rTMðtÞÞT and e=ðtÞ ¼ ð b=T

MðtÞ; =T
Mþ1ðtÞÞT ;

L̂ ŝðkÞ ¼ ½ �L ŝðkÞ x

0TM 0
�;L̂ �sðkÞ ¼ ½ �L �sðkÞ x

0TM 0
�;x ¼ ðx1; . . .;xMÞT ;

in which xp ¼ 1 if a relation from the leader to the follower p
exists; otherwise, xp ¼ 0:

Define vpðtÞ ¼ =pðtÞ � =Mþ1ðtÞ;$pðtÞ ¼ =pðtÞ � b=pðtÞ;
vT ðtÞ ¼ ðvT

1 ðtÞ; . . .;vT
MðtÞÞT ;$T ðtÞ ¼ ð$T

1 ðtÞ; . . .; $T
MðtÞÞT :

From (13) and (14) can be written as:

C
t0
Da

t $ðtÞ ¼
Xb
u¼1

muðfðtÞÞððIM � AuÞ$ðtÞ

� ~�ðL �sðkÞ �VuCuÞ$ðtÞÞ; (15)

C
t0
Da

t vðtÞ ¼
Xb
u¼1

muðfðtÞÞððIM � AuÞvðtÞ

� �ðL ŝðkÞ � BuKuÞ~xðtÞÞ; (16)

with

ðL ŝðkÞ � BuKuÞ~xðtÞ
¼ ðL ŝðkÞ � BuKuÞð~xðtÞ � 1Mþ1 � xMþ1ðtÞÞ
¼ ðL ŝðkÞ � BuKuÞðx̂ðtÞ � 1M � xMþ1Þ
¼ ðL ŝðkÞ � BuKuÞðvðtÞ �$ðtÞÞ: (17)

From (15)-(17) we have,

C
t0
Da

t v̂ðtÞ ¼
Xb
u¼1

muðfðtÞÞA v̂ðtÞ;

where A ¼ ½ =1 0nM�nM
�ðL ŝðkÞ � BuKuÞ =2

�; v̂ðtÞ ¼ ½$T ðtÞ;vT ðtÞ�T ;
=1ðIM � AuÞ � ~�ðL �sðkÞ �VuCuÞ; ðIM � AuÞ � �ðL ŝðkÞ�
BuKuÞ:

III. MAIN RESULT

Theorem 1: For positive scalars #;#̂; h; �h; ~h; ĥ; g;a; the pos-
itive-definite matrices W;U with Ku ¼ BT

u U
�1 and

Vu ¼ W�1CTu ; FOMAS (3) and (4) can be achieved the con-

sensus using tracking control (9), if the following inequalities

hold,

WAu þAT
u W � #CTu Cu þ hW < 0; (18)

AuU þ UAT
u � #̂BuBT

u þ �hU < 0; (19)

X ¼ �~hð��WÞ 

L �tĥð�� U�1Þ

� �
< 0; (20)

where L ¼ tð��L � U�1BuBT
u U

�1Þ and for each k 2 N ;

ðhminðtk � �tk�1ÞÞ
1
a � ðQminð�tk � tkÞÞ

1
a � � < 0; (21)

and Qmin ¼ minfQ1;Q2g:
The following optimization problem is obtained by solving:

Fig. 2. Attack to communication network of controllers and observers.
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Minimize Q1; subject to

WAu þAT
u W � �ĉCTu Cu �Q1W < 0: (22)

Minimize Q2; subject to

AT
u U

�1 þ U�1Au � �̂�cU�1BuBT
u U

�1 �Q2U
�1 < 0; (23)

where ĉmin ¼ �̂min
gmin

;�̂min ¼ minŝðkÞfL T
ŝðkÞ�þ�L ŝðkÞg; �cmin

¼ ��min
gmin

; ��min ¼ min�sðkÞfL T
�sðkÞ�þ�L �sðkÞg;gmin ¼ min1�p�M

fgpg:
Proof. Consider a Lyapunov function:

V ðtÞ ¼ $T ðtÞð��W Þ$ðtÞ þ tvT ðtÞð�� U�1ÞvðtÞ; (24)

where U and W are positive definite. Here denote V p ¼
$T ðtÞð��W Þ$ðtÞ; and V d ¼ vT ðtÞð�� U�1ÞvðtÞ: For t 2
½�tk�1; tkÞ; k 2 N without attacks occur L ŝðkÞ ¼ L �sðkÞ ¼ L :

By applying Lemma 3, one has

C
t0
Da

t VpðtÞ ¼ C
t0
Da

t ð$T ðtÞð��W Þ$ðtÞÞ
�2ð$T ðtÞð��W ÞCt0Da

t $ðtÞÞ

�2
Xb
u¼1

muðfðtÞÞð$T ðtÞð��W ÞððIM � AuÞ

� �̂ðL �VuCuÞÞ$ðtÞÞ

�
Xb
u¼1

muðfðtÞÞ$T ðtÞð�� ðWAu þAT
u W Þ

� 2�̂ð�L �WVuCuÞÞ$ðtÞ

�
Xb
u¼1

muðfðtÞÞ$T ðtÞð�� ðWAu þAT
u W Þ

� 2ð�L � CTu CuÞÞ$ðtÞ

�
Xb
u¼1

muðfðtÞÞ$T ðtÞð�� ðWAu þAT
u W

� �̂

gmax

�minð�L þ L T�Þ�CTu CuÞÞ$ðtÞ: (25)

For �̂ > #=z;z ¼ �minð�L þL T�Þ
gmax

; where gmax ¼ max1�p

� Mfgpg;� ¼ diagfg1; g2; . . .; gMg;LTg ¼ 1M:
It follows that

C
t0
Da

t VpðtÞ �
Xb
u¼1

muðfðtÞÞ$T ðtÞð�� ðWAu þAT
u W

� #CTu CuÞÞ$ðtÞ: (26)

Then,

C
t0
Da

t VpðtÞ � �
Xb
u¼1

muðfðtÞÞðhþ ~hÞ$T ðtÞð��WÞ$ðtÞ; (27)

where ~h is a constant, 0 < ~h � h:
Next, taking the fractional derivative of Vd with system

(16), one has

C
t0
Da

t VdðtÞ ¼ C
t0
Da

t vT ðtÞð�� U�1ÞvðtÞ� �
�
Xb
u¼1

muðfðtÞÞ2� vT ðtÞð�L � U�1BuKu

� �
$ðtÞ

þ vT ðtÞ �L � U�1BuKu

� �
vðtÞÞ

�
Xb
u¼1

muðfðtÞÞ 2�vT ðtÞð�L � U�1BuBT
u U

�1
� �

�$ðtÞ þ vT ðtÞðAuU
�1 þ U�1AuÞ

� �

gmax

�minð�L þ L T�Þ

��U�1BuBT
u U

�1ÞvðtÞÞ: (28)

For � > #̂=ẑ;ẑ ¼ �minð�L þL �Þ
gmax

; it follows that

C
t0
Da

t VdðtÞ �
Xb
u¼1

muðfðtÞÞ 2hvT ðtÞð�L � U�1BuBT
u U

�1
� �

�$ðtÞ � ð�hþ ĥÞð�� U�1ÞvðtÞÞ; (29)

where ĥ is a constant, 0 < ĥ � �h:
From (27) and (29), we obtain

C
t0
Da

t V ðtÞ �
Xb
u¼1

muðfðtÞÞð�ðhþ ~hÞ$T ðtÞð��W Þ$ðtÞ

þ 2hvT ðtÞ �L � U�1BuBT
u U

�1
� �

$ðtÞ
� ð�hþ ĥÞð�� U�1ÞvðtÞÞ

�
Xb
u¼1

muðfðtÞÞð�h$T ðtÞð��WÞ$ðtÞ þ evTXevðtÞ
� �h$T ðtÞð�� U�1ÞÞ

< �
Xb
u¼1

muðfðtÞÞðh$T ðtÞð��W Þ$ðtÞ

þ �h$T ðtÞð�� U�1ÞÞ

< �
Xb
u¼1

muðfðtÞÞhminV ðtÞ
CDa

t V ðtÞ < � hminV ðtÞ; t 2 ½�tk�1; tkÞ; (30)

where hmin ¼ minfh; �hg: By applying Lemma 1, we get

V ðtkÞ � V ð�tk�1ÞEað�hminðtk � �tk�1ÞÞa: (31)

According to Lemma 2, we get

V ðtkÞ � V ð~tk�1Þ 1
a
e�ðhminðtk��tk�1ÞÞ

1
a
: (32)

When t 2 ½tk; �tkÞ; both controllers and observers communica-

tion network is destroyed by malicious attacks, i.e. L ŝðkÞ and
L �sðkÞ should both be considered. Calculating the Caputo frac-

tional derivative of V ’ and V d along the trajectory of system

(15) and (16) by selecting Q1 and Q2 in (22) and (23) respec-

tively, we get
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C
t0
Da

t VpðtÞ ¼ C
t0
Da

t ð$T ðtÞð��W Þ$ðtÞÞ
�2ð$T ðtÞð��WÞCt0Da

t $ðtÞÞ

�2
Xb
u¼1

muðfðtÞÞð$T ðtÞð��WÞððIM �AuÞ

� �̂ðL �sðkÞ �VuCuÞÞ$ðtÞÞ

�
Xb
u¼1

muðfðtÞÞðQ1 � ~hÞ$T ðtÞð��W Þ$ðtÞ; (33)

and

C
t0
Da

t VdðtÞ ¼ C
t0
Da

t vT ðtÞð�� U�1ÞvðtÞ� �
�
Xb
u¼1

muðfðtÞÞ2� vT ðtÞð�L ŝðkÞ � U�1BuKu

� �
$ðtÞ

þ vT ðtÞ �L ŝðkÞ � U�1BuKu

� �
vðtÞÞ

�
Xb
u¼1

muðfðtÞÞ 2�vT ðtÞð�L ŝðkÞ � U�1BuBT
u U

�1
� �

�$ðtÞ þ ðQ2 � ĥÞvT ðtÞð�� U�1ÞvðtÞÞ: (34)

From (33) and (34), one has

C
t0
Da

t V ðtÞ �
Xb
u¼1

muðfðtÞÞðQ1$
T ðtÞð��W Þ$ðtÞ

þ evTXsðkÞevðtÞ þ tQ2v
T ðtÞð�� U�1ÞvðtÞÞ

<
Xb
u¼1

muðfðtÞÞðQ1$
T ðtÞð��W Þ$ðtÞ

þ tQ2$
T ðtÞð�� U�1ÞvðtÞÞ

<
Xb
u¼1

muðfðtÞÞQminV ðtÞ

<QminV ðtÞ: (35)

Applying Lemma 1 in (35) we get

V ð�tkÞ � V ðtkÞEaðQminð�tk � tkÞÞa: (36)

By applying Lemma 2, one has

V ð�tkÞ �V ðtkÞ 1
a
eðQminð�tk�tkÞÞ

1
a

�V ð�tk�1Þ 1
a
e�ðhminðtk��tk�1ÞÞ

1
a 1

a
eðQminð�tk�tkÞÞ

1
a

�V ð�tk�1Þ 1

a2
e� ðnminðtk��tk�1ÞÞ

1
a�ðQminð�tk�tkÞÞ

1
a

� �
<

1

a2
e��V ð�tk�1Þ <

1

a2
e�k�V ðt0Þ:

Therefore, the FOMAS (3) and (4) can be reached the consen-

sus, i.e., vðtÞ and$ðtÞ are converge to zero.
Corollary 1: For positive scalars #;#̂; h; �h; ~h; ĥ; t with

Ku ¼ BT
u U

�1;Vu ¼ W�1CTu ; and attacks occur only in the

communication channel for the controllers, FOMAS (3) and

(4) can achieve the consensus using tracking control (9), if

(18)-(20) holds in Theorem 1 and for each k 2 N ; ðhminðtk �
�tk�1ÞÞ

1
a � ðQ1ð�tk � tkÞÞ

1
a � � < 0: The following optimiza-

tion problem is obtained by solving:

Minimize Q1; subject to

WAu þAT
u W � �ĉCTu Cu �Q1W < 0: (37)

where ĉmin ¼ �̂min
gmin

; �̂min ¼ minŝðkÞfL T
ŝðkÞ�þ�L ŝðkÞg; gmin ¼

min1�p�Mfgpg:
Corollary 2: For positive scalars #;#̂; h; �h; ~h; ĥ; t with

Ku ¼ BT
u U

�1;Vu ¼ W�1CTu ; and attacks occur only in the

communication network for the observers, FOMAS (3) and

(4) can achieve the consensus using tracking control (9), if

(18)-(20) in Theorem 1 hold and for each k 2 N ; ðhminðtk �
�tk�1ÞÞ

1
a � ðQ2ð�tk � tkÞÞ

1
a � � < 0: The following optimiza-

tion problem is obtained by solving:

Minimize Q2; subject to

AT
u U

�1 þ U�1Au � �̂�cU�1BuBT
u U

�1 �Q2U
�1 < 0; (38)

where �cmin ¼ ��min
gmin

; ��min ¼ min�sðkÞfL T
�sðkÞ� þ�L �sðkÞg;gmin

¼ min1�p�Mfgpg:

Fig. 3. The communication topology.

Fig. 4. State trajectories for FOMASs when attacks occur with no security
control, where =pðtÞ ¼ ð=p1ðtÞ;=p2ðtÞ;=p3ðtÞÞT ; p ¼ 1; 2; . . .; 5.
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Remark 2:In special case, when cyber attacks can not

impact the security of topologies of the communication net-

works of both controllers and observers ([24], [25]) formation

control of observer-based FOMAS without T-S fuzzy system.

Next our investigated to Mittag-Leffler sense of T-S fuzzy

observer-based FOMAS and also our proposed method valid

with a 2 ð0; 1� in ([24], [25]), so the following Corollary.
Corollary 3: For positive scalars #;#̂; h; �h; ~h; ĥ; t with

Ku ¼ BT
u U

�1; and Vu ¼ W�1CTu ; FOMAS (3) and (4) can be

achieved the Mittag-Leffler sense of consensus using tracking

control (9), if (18)-(20) holds and hmin > 0:
Proof. Consider the Lyapunov functional (24) and

taking the fractional derivative on system (15) and (16), we

obtain that

C
t0
Da

t V ðtÞ < �hminV ðtÞ;

where hmin ¼ minfh; �hg. By using Lemma 1, we get

V ðtÞ � V ðt0ÞEað�hminðt� t0ÞÞa; (39)

where hmin ¼ minfh; �hg > 0: It follows from [14], the

inequality (39) are satisfied. Therefore, the FOMAS (3) and

(4) can be reached the consensus of Mittag-Leffler sense.

IV. NUMERICAL EXAMPLES

Two numerical examples are used in this section to demon-

strate the effectiveness of the theoretical results achieved.

Example 1: We consider FOMAS system (3) and (4) with

=p ¼ ½=p1;=p2;=p3�T ; p ¼ 1; . . .; 5: Having 4 followers and

one leader, allow these agents to get information from their

neighbor in accordance with their communication topology.

We analyze two scenarios, 1) When the cyber system is not

under attack, the communication networks is represented in

Fig. 3(a). 2) When a cyber system is under attack, the commu-

nication topology is depicted in Fig. 3(b) and (c). Suppose that

attacks occur in the time interval ½tp; �tp�; we take p 2 N ;
tp ¼ 0:7ðp� 1Þ and �tp ¼ 0:7ðp� 1Þ þ 0:5:

The T-S fuzzy model is:

Rule R 1

IF =p1 is M 1; THEN
CDa

t=ðtÞ ¼ A1=ðtÞ þ B1 ~uðtÞ;
’ðtÞ ¼ C1=ðtÞ:

�
Rule R 2

IF =p1 is M 2; THEN
CDa

t=ðtÞ ¼ A2=ðtÞ þ B2 ~uðtÞ;
’ðtÞ ¼ C2=ðtÞ;

�

where =ðtÞ ¼ ð=p1;=p2;=p3Þ;

A1 ¼ A2 ¼
�2:97 0:92 �0:04

�0:93 0 �0:012

0:37 �4:73 �1:79

264
375;

B1 ¼ B2 ¼
�0:05 0:90 1:59

0 0 0

�1:80 1:70 �2

264
375;

C1 ¼ C2 ¼
2:50 0:98 1:70

0:73 1:70 0:97

� �
;

M 1 ¼ 1
2 ð1þ

=p1

d Þ;M 2 ¼ 1
2 ð1�

=p1

d Þ; =p1 2 ½�d; d� with

d > 0:
The distributed control is taken as:

Rule R 1 :
IF =p1 isM1; THEN ~uðtÞ ¼ �K1=ðtÞ;
Rule R 2 :
IF =p1 isM2; THEN ~uðtÞ ¼ �K2=ðtÞ:We choose a ¼ 0:91;

� ¼ 28; �̂ ¼ 32; h ¼ 7:2; �h ¼ 5:7: By solving (18)-(20), we

obtain feedback gain matrices K1 and K2; observer gain matri-

ces V1 and V2 as

K1 ¼ K2 ¼
0:0937 0:0385 �0:0115

�0:2005 �0:0065 �0:0304

�0:1119 0:1005 �0:0924

264
375;

V1 ¼ V2 ¼
0:0921 0:0823

0:0349 �0:1197

0:1566 0:1117

264
375;

with # ¼ 9:6406 #̂ ¼ 29:8760; Qmin ¼ 187:
Thus FOMAS (3) and (4) expressed by T-S fuzzy model

obtained the cyber-security consensus for each k 2 N . Fig. 4

depicts trajectories of FOMASs when DoS attacks happen in the

communication network connecting the three layers without

security control, where =pðtÞ ¼ ð=p1ðtÞ;=p2ðtÞ;=p3ðtÞÞT ;
p ¼ 1; 2; . . .; 5:Whenvc ¼ 1

4

P4
p¼1 jvpj; Fig. 5 denotes the con-

sensus tracking error. When $c ¼ 1
4

P4
p¼1 j$pj; the observer

error of closed-loop systems is depicted in Fig. 6. Figs. 5 and 6

show that cyber attack occurs and the secure control mechanism

still steers the system states to achieve consensus. Figs. 7 and 8

depict the comparison of the consensus tracking error vc; and
observer error$c of systems of the different parameters � and �̂:
Figs. 9 and 10 show the comparison of the consensus tracking

errorvc; and observer error$c:

Fig. 5. Evolution of total consensus errors vc. Fig. 6. Evolution of total observer errors$c.
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Remark 3: Moreover, numerical simulations demonstrate

that increasing the coupling strengths � and �̂ improves both

the convergence rates for consensus tracking and states observing

(see Figs. 7 and 8 for details). This implies that, while the consen-

sus tracking problem can be solved by adjusting the coupling

strengths � > #̂=ẑ;ẑ ¼ �minð�L þL �Þ
gmax

and �̂ > #=z;
z ¼ �minð�L þL T�Þ

gmax
; the convergence rates may be quite small

when the coupling strengths � and �̂ are, respectively. Addition,

another advantage for comparison tracking error vc; and observer
error$c (see Figs. 9 and 10 for details). Notice that, for a ¼ 0:91;
consensus errors and observer error performance effectivemanner

when compared to order a ¼ 1: Briefly, according to the pre-

sented results, the T-S fuzzy FOMASs outperforms the secure

control scheme exploiting integer-order operators.

Example 2.In this example, the suggested observer-based

design approach is used to track the consensus of a network

circuit for a tunnel diode model. We proposed the tunnel diode

network circuit model as depicted in Fig. 11, where C1; C2

denote the capacitor, RD represents the impedance of tunnel

diode, E is inductor, and RL; RE are the linear resistance.The

fractional-order calculus model is used to rewrite the dynamic

description of the three-state tunnel diode network circuit

model provided in the literature [46]:

CDa
t=ðtÞ ¼ A=ðtÞ þ B~uðtÞ;

’ðtÞ ¼ C=ðtÞ
�

(40)

with

A ¼
� 1

RLC1

1
RLC1

1
C1

1
RLC2

� s1þs2=2
1
ðtÞ

C2
� 1

RLC2
0

� 1
E 0 � RE

E

26664
37775;

B ¼
0

0
1
E

264
375; C ¼ I;=ðtÞ ¼ ð=1;=2;=3ÞT ;

=1ðtÞ 2 ½m1;m2�; m1 ¼ maxfm2
1;m

2
2g;

and s1; s2 is a known scalars:

The following equations can be expressed in T-S fuzzy

form:

Fig. 11. The application network circuit of tunnel diode.

Fig. 7. Comparison of consensus errors vc; versus parameters � and �̂ numer-
ical simulations.

Fig. 8. Comparison of observer errors$c; versus parameters � and �̂ numeri-
cal simulations.

Fig. 9. Comparison of consensus errors vc; for differential orders. Notice
that, for a ¼ 0:91 consensus errors performance effective manner when com-
pared to order a ¼ 1.

Fig. 10. Comparison of consensus errors $c; for differential orders. Notice
that, for a ¼ 0:91 consensus errors performance effective manner when com-
pared to order a ¼ 1.
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C
t0
Da

t=pðtÞ ¼
P2

u¼1 CuðfpðtÞÞ Au=pðtÞ þ Bu~upðtÞ
	 


;

’pðtÞ ¼
P2

u¼1 CuðfpðtÞÞ Cu=pðtÞ
	 


;

(
(41)

where

=pðtÞ ¼ ½=p1;=p2;=p3�T ;

A1 ¼
� 1

RLC1

1
RLC1

1
C1

1
RLC2

� s1þs2m1
C2

� 1
RLC2

0

� 1
E 0 � RE

E

2664
3775;

A2 ¼
� 1

RLC1

1
RLC1

1
C1

1
RLC2

� s1
C2

� 1
RLC2

0

� 1
E 0 � RE

E

2664
3775;

B1 ¼ B2 ¼
0

0
1
E

264
375; C ¼ I;

M 1 ¼
=2

p1ðtÞ
m1

;M 2 ¼ 1� =2
p1ðtÞ
m1

;=p1 2 ½�4; 4�:

Here, the order a is chosen as 0.93, and similar to [46], the

values of s1, s2, C1, C2, E, RE , RL are selected as 0.002,

0.01, 1F, 0.1F, 20H, 0V and 1V respectively. Select one

tunnel diode network circuit model to act as the leader

agent, generating the required state trajectory. With the net-

work topology shown in Fig. 3, four tunnel diode circuit

models operate as follower agents, and these agents can

receive output information from their neighbours. More-

over, let h ¼ 0:02 s and tp ¼ 90 ph; �tp ¼ 91 ph; for p 2 N :
Assume that attacks occur over the time interval ½tp; �tp�: We

choose � ¼ 13; �̂ ¼ 19; h ¼ 3:7; �h ¼ 7:9: By solving (18)-

(20), we obtain feedback gain matrices K1 and K2; observer
gain matrices V1 and V2 as

K1 ¼
�0:0794 �0:0008 0

0:0008 �0:0734 0

0 0 �0:0974

264
375;

K2 ¼
2:3741 0:1895 0

0 1:3604 �0:9087

0:1895 �0:9087 0:3761

264
375;

V1 ¼
�2:9031 �0:7980

3:2080 0:3950

�1:7935 �0:9705

264
375;

V2 ¼
�1:9464 0:4488

0:8713 �0:8736

�1:3688 �0:9125

264
375

with # ¼ 39:0318; #̂ ¼ 38:4191; Qmin ¼ 374: When no

security controls are used and attacks occur at t1 ¼ 1.4 s;
the state trajectories of the 5 agents are represented in

Fig. 12. The final tracking to the leader was not possible

due to difficulties in the connectivity of the two communi-

cation networks. Fig. 13 shows that without secure control

scheme of system model is still not achieve consensus error.

As a result, to evaluate the distributed observer-based secu-

rity control mechanism, the followers are implemented, and

the consensus errors are presented in Fig. 14, indicating that

good observation performance has been obtained.

V. CONCLUSION

The security control for T-S fuzzy FOMASs with cyber-

attacks has been examined. A cyber-attack model with mali-

cious attacks are considered with both controllers and observ-

ers. For modeling recoverable cyber attacks a switched device

has been employed. By utilizing the theory of fractional-

Fig. 12. State trajectories for tunnel diode circuit model when attacks
occur with no security control, where =pðtÞ ¼ ð=p1ðtÞ;=p2ðtÞ;=p3ðtÞÞT ;
p ¼ 1; 2; . . .; 5.

Fig. 13. Consensus error vc and $c; when attacks occur with no security
control.
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calculus, Lyapunov functional and algebraic graph theory, an

distributed control is designed to achieve the secure consensus

of T-S fuzzy FOMASs. Finally, a simulation examples and an

electronic circuit based on a tunnel diode are presented to

demonstrate the effectiveness of the suggested strategy. In the

future, we will investigate the networking of T-S fuzzy cas-

cade multi-area power systems in a smart grid with electric

vehicles (EVs) under DoS attacks.
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