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Fuzzy Observer-Based Consensus Tracking Control for
Fractional-Order Multi-Agent Systems Under
Cyber-Attacks and Its Application
to Electronic Circuits

G. Narayanan, M. Syed Ali ™, Quanxin Zhu

Abstract—Consensus control of multi-agent systems (MASs)
has applications in various domains. As MASs work in networked
environments, their security control becomes critically desirable
in response to cyber-attacks. In this paper, the observer-based
consensus tracking control problem is investigated for a class
of Takagi-Sugeno fuzzy fractional-order multi-agent systems
(FOMASSs) under cyber-attacks. The malicious cyber attacks can
impact the security of topologies of the communication networks
of both controllers and observers. To estimate unmeasurable
system states, a fuzzy observer is built. It is found that the topology
of contact for observer states may be different from that of the
feedback signals. A novel mathematical model for T-S fuzzy
FOMASs with cyber-attacks is proposed. By using algebraic
graph theory, Lyapunov functional, and fractional calculus
theory, a distributed feed-back controller is developed for each
agent, which guarantee the secure performance of tracking
consensus error and observer error. Finally, two numerical
examples demonstrate the effectiveness of the suggested control
scheme, and the controller design for electronic network circuits
shows the applicability of the proposed theoretical results.
Simulations results for different differential-orders and coupling
strength scenarios are given.

Index Terms—Cyber-attacks, distributed control, fractional-
order, multi-agent systems, takagi-sugeno model.
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1. INTRODUCTION

HE distributed coordinated control of MASs have gained

wider and wider attention due to its potential applications in
several disciplines such as robotics [1], aircraft control [2],
unmanned air vehicles [3], smart grids [4], and sensor net-
works [5]. We should note that much of the existing research on
MASs consensus focuses on integer-order dynamics ([6]-[9]).
The importance of dealing with fractional-order derivatives is the
involvement of memory and hereditary properties that gives a
more realistic way to fractional-order models ([10], [11]). Due to
the memory effect, the non-integer models integrate all previous
information from the past that makes it to predict and translate the
fractional-order models more accurately. It has been discovered,
in particular, that fractional-order systems, which are acknowl-
edged as a major advance over integer-order systems, could be
applied in a growing number of engineering application fields
([12]H14]). Despite the fact that there are many studies on the
consensus of MASs in integer-order case, there are few results on
FOMAS:s ([15]-[19]). Compared with the results of MASs in inte-
ger-order case, the consensus problem of FOMAS: is relatively
few, which has the potential research value due to the memory of
FOMAS:s. Because of practical constraints, some agents partial
information may be unmeasurable. Thus, for the consensus track-
ing problems, agent output measurements are observed, and dif-
ferent techniques of observer-based control are studied ([20]-
[27]). Compared with the published works in the literature, the
obtained criteria improve the previous works. Therefore, it is of
the great significance to study the observer-based control for the
engineering application scopes of MASs.

A cyber-physical system (CPS) is an intelligence system con-
sist of processing, communication, and control with both physical
and cyber components. As established in ([28]-[31]), security
concerns for CPSs differ from those in typical control systems
because cyber-attacks in the cyber layer can be extended to the
physical layer. With the advent of network information and broad
spatial distributed systems, MASs which can be considered a sub-
set of CPSs, are becoming vulnerable to cyber-attacks. In actual-
ity, the network is very vulnerable to malicious signal attacks as a
result of its openness and shareability ([32]-[37]). Thus, our
results significance improve from former works.

The T-S fuzzy model is well known as a powerful tool for
dealing with the leader-follower consensus in achieve MASs
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([38]-[43]). Due to their significant usage of communication
technologies, MASs are frequently exposed to various cyber-
attacks. T-S fuzzy networked systems, which can be considered
aclass of CPSs, have been vulnerable to cyber-attacks as network
information technology and large-scale spatial distributed sys-
tems have advanced. These attacks could have a significant
impact on tracking performance ([44]-[46]). Implementing per-
formance distributed secure control techniques for FOMASs
under attack remains a challenging and significant concern. To
the best of our knowledge, no one has explored the observer-
based consensus tracking problem of T-S fuzzy FOMASs with
cyber-attacks, and it is, therefore, beneficial to further develop
new techniques dealing. This motivates our study.

As narrated above, we focused on the T-S fuzzy observer-
based consensus tracking control of FOMASs under cyber-
attack. The main contributions are:

(i) The secure consensus criteria is derived for FOMASS via
T-S fuzzy approach under a cyber-attack scenario.

(i) Compared with the existing results for MAS under
cyber-attacks ([32]-[34]), under malicious attacks, the secu-
rity control analysis of both controllers and observers commu-
nication networks is unrelated, and over the duration of the
attack in this study, these two topologies can change.

(iii)) We developed a useful technique for determining the
coupling strengths and feedback gain matrices for the control-
lers and observers.

(iv) We developed two optimization problems that solved
sufficient criteria to achieve consensus tracking.

(v) Finally, numerical simulations show that the suggested
observer-based control scheme is used to the consensus track-
ing of a tunnel diode network circuit.

Notations: Let ./ is the natural number; Real numbers, and
n % 1 real (complex) column vectors are referred to in -7, and
7" (™) respectively. ‘T” denotes the matrix transposition. Z,,
represent identity matrix. A(-) the eigenvalue of a matrix. ®
stands for the Kronecker product.

II. SYSTEM DESCRIPTION AND PRELIMINARIES
A. Algebraic Graph Theory

When each agents is regarded a node, the FOMASs have M
followers, and a single node can be represented as a directed
graph, where « = (7,#,.»/), where /" ={1,2,.. ., M+ 1}
is the node set, # C {(p,q),p,q € 7'} is the edge set, and

s = [ay,) € #MIXMED “ywhich s called adjacent matrix
of © with non-negative elements, where if p is adjacent to g,
apq > 0; otherwise a,, = 0. If there is a node p such that there
exists a directed from it to any other node, ¢ is said to contain
a directed spanning-tree. The Laplacian matrix & defined as
7= [lyg) € #MFXMEDwith [, = —a,,p #¢; and
by = 0 g, ¥p =1, M+ 1.

B. Model Formulation and Basic Lemmas

We give some definitions of fractional calculus and lemmas
that will be required later. Then, consensus issue of FOMASs
is formulated via T-S fuzzy.
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Fig. 1. Framework for networked agent systems with physical and cyber layers.

Definition 1 [11]: For 0 < a <1, the Caputo fractional
derivative is known as

W Di () :r(lla)/to (th/(?)“dg’ M

where I'(1 — &) = [[* t ™% *dE.
Definition 2 [14]: The Mittag-Leffler function are

m

o P
Eo(2) = %7F<ma Iy )

where @ > 0,and z € C.
Lemma 1 [14]:Let V(t) be a continuous function on
[to, +00) and satisfies tCUD‘t"V(t) < OV(t), then

V(t) < V(to)Eo(O(t —t0))",

where « € (0,1) and O constant.
Lemma 2 [12]:For0 < o < 1,t € 2,t > 0, we have

lim E,(¢t) < lim leté.
t—+00 t——+o0o ¢
Lemma 3 [13]:Let x(t) be a continuous and derivable vector
valued function. Then for any t > ¢, %(SODf‘xT(t):r(t)) <
QL'T(t)tCUD‘;‘gc(t)7 where 0 < a < 1.

The security control for T-S fuzzy FOMASs, which consists of
cyber-attacks, is displayed in Fig. 1 with cyber layer p =
1,2,..., M, M+ 1. A network channel, controller and sensor
are included in this framework. In fact, when an attack happens,
the network can not operate properly, and then after a period of
time, the networks attempts to restore or recovery process must
reconstruct the network so that the network will work effectively.
Several well-studied results on recovery mechanisms have been
published. In recent years, there has been a significant increase in
research on the security control of complex cyber-physical net-
works (see in [28]-[30], [44], [45]). It is noteworthy that several
authors have recently investigated the security control problem for
MAS:s in integer-order case (see in [26], [27], [31]-[34]), but there
is no results for fractional case. Moreover, fractional-order case
has better characteristics than corresponding integer-order case.

The fractional-order physical-plant model of M + 1 agents
and p(1 < p < M) followers as:
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{tCUD?Sp(t) = A%p(t) + Bﬂp(t)a 3)

where 0 < o < 1, Q(t) € #", @, € ™, and 4,(t) € »"
denotes, respectively, the state, output, and control inputs. A,
B, and C is the constant matrices. The control aims to establish
distributed consensus tracking protocols @,(t),p=1,..., M
to make it asymptotic for the states of the followers to obey
M + 1, which will satisfy the leaders [7],

o DS () = ASwa (1), 4)

C. T-S Fuzzy and T-S Fuzzy Control Models

Fuzzy logic systems directly address the imprecisions of the
variables of input and output by describing them in linguistic
terms with the fuzzy numbers (and fuzzy sets). The fractional
physical plant system (3) is described in the T-S fuzzy
approach are given:

Rule 6 :

IF ¢ is .7¢) and ¢y is . 7o and... and ¢, is . 7.

THEN

%D?%p(t) = Aﬂ%p(t) + Béap(t)a 5)
wp(t) = ngp(t%

where ¢, (t) is the premise variable; . 7g; for 6 = 1,. .., B rep-
resents the fuzzy sets, B are IF-THEN laws; The constant
matrices are Ay, By and Cs.

By the T-S fuzzy with final output processes, we have

DI, () =5, ¥ AgSp(0)+Byiiy(1)
to t\sp(t) 29:1 0(¢P(t))<zg1we(¢p(ﬂ> ’

CoSp(t) >
o o(@,(1))

where Wy(¢,(t)) = [Io-; Zar(#,(t)) with 7g:(¢,(t)) repre-
senting the grade of memberships of ¢, in . 7y, satisfy the fol-
lowing conditions:

{251 o(e,(1) > 0,
‘1’9(%( ))

Za 1\1'9 p(

(6)
o) = S0, %(%(t))(

@)

Let (e, () =
ten as

, then the expression (7) is writ-

€ DES, () = S0 ma(e,(1) (AeSy (t) + Baiiy (1)),
(pp( ) = 20 M9(¢p( ))CO\Y])(t)7 (8)

gDa\fMH Ze 1 Ho(B(2) AeS 1,

where

{25_1 wo(9,(1)) =1,
M9(¢p(t)) Z 07 (9 = 13 s '713)7

where 1y(¢,(t)) are IF-THEN rules weights.

The fuzzy control design of distributed consensus tracking
protocals 1, (¢) is given as

Rule 6 :

IF ¢, is . 7¢ and ¢y is . 7gp and... and ¢, is 7.

THEN

M+1

D =€ 3 Kods (3, 0) -
q=1

where Ky are the control gain matrices, £ are coupling
strengths, a'2") is the adj i ing th -
gths, ape 18 the adjacent matrix representing the com
munication network via attacks.
The final output can be described as the fuzzy prediction
controller by,

B
y(t) = EZM ¢
=1

Substitute (10) in (8), we obtain the complete controlled T-S
fuzzy system as:

3(1)), ©

M+1

1) Y Koall™) (S, (1) — 3,(1). (10)
q=1

€ DES, (1) = Sy 1a(e, (1) (A, (1)
+EBy Y Koagy ™ (S4(t) — S,(1)))
(pp(t) = ZO 1“9(¢p( )) (t)

Y

The following distributed state T-S fuzzy observer is devel-
oped for the followers p (1 <p< M) to estimate the
unknown system states ,(t) in system (3):

=35 1u9<¢p< ) (AsS, (1)
+EBy Y Ko pq“))(%“q(t) SO) 12
+€Qp ZM“ Koags ™ (0, () = p, (1))

(bp(t) = 29:1 M9(¢p( ))69‘511(t )

where %Ap(t) is the observers state for agent p, and
py(1) = (1) — 9, (1) = C(S,(t) = 3,(1)). Qs are the
observer control gain matrices, £ is coupling strength, agf](k)) i
the adjacent matrix representing the observer-based communi-
cation network via attacks.

Remark 1: The states of system dynamics are not always
completely accessible in a realistic application. As an out-
come, the observer-based control technique has gradually
evolved into a valuable tool for networked control systems.
A high-order system can be viewed as FOMAS (3) and
high dimensional system states can be seen in (12). It is
well known that in practice the systems state 3, (t) can be
difficult to obtain, therefore the state observer S,(t) is
intended in this paper to estimate the state S,(¢) (kindly
refer [7]). In addition, the observer (12) also discusses gains
Ko and )y, that are able to effectively improve the control
characteristics for FOMAS and decrease the conserva-
tiveness of the output feedback control design. In this study,
we focused on the general dynamics of the leader-follower
MAS, which varies from the established observer-based

B0 () =
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Fig. 2. Attack to communication network of controllers and observers.

model in previous studies ([24], [25]). Compared with the
previous studies in ([24], [25]), our obtained criteria
improve the previous results. In this paper the malicious
cyber-attacks are also considered for realizing output feed-
back controller.

However, the attacks method of targeting the controller is
safer since manipulating the control signal wu(t) expressly
reveals the system to vulnerabilities. Fig. 2 depicts the commu-
nication networks of controllers and observers during p'* attacks
in the time interval [t,,7,]. The enhanced network containing of
4 followers and one leader in the presence of attacks on nodes.
Node 2 (shade star) is attacked to the communication channel of
controllers and node 3 (shade star) is attacked to the communica-
tion channel of observers. Here, ¢, and ¢,, are respectively initial,
and p*" malicious attack occurs. t, and ty, p=1,2,..., are
respectively instants of time during which the p'" attack and the
node functions are recovered. It is believed that malicious
assaults will have an independent impact on controller and
observation channels. Attacks can be seen to occur at time
instant 1, but the cyber command centre notices them at ;.
Then, beginning with t1, the repair system will be turned on.
From £, to t;, the communication graphs are discontinuous. Spe-
cifically, node 3 is destroyed in the observation communication
network and node 2 becomes inactive in the communication net-
work of control inputs. The effect of the attacks will be elimi-
nated at ¢;, and during the time interval [fl, t5], the topology of
the whole network will be recovered back to its initial setting,
until the next attacks happen at .

By using Kronecker product, from (11) and (12) are given:

B
%D?%(t) = ZM9(¢p(t))((IM ® Ag)3(t)
=1
— E(7 ) ® BoKo) (1)), (13)
and
~ ﬂ o~
CDIS(t) =) el (1) (T © Ag)S(t)
=1
— &( s @ BoKa)(t) — E(Z 5y ® Qa)p(t)),

(14)

where (1) = <T<t>,...,%<t>>?~§<t>:@{(t), ST,
plt) = (] (1), PR(0) and (1) = (S5 (1), $31 (1),
Zoth) = [/0 o0 g],?i’am :[/O%;k) g] X=X )’

in which x, = 1 if a relation from the leader to the follower p
exists; otherwise, Xp = 0.

o~

Define ,(6) = (1) = Juca ()7 (1) = (1) - Syt
o' (t) = (o] (1), .. 0l ()" @ (t) = (@] (t), ... Wi (1)
From (13) and (14) can be written as:
B
CDfw(t) = ) ue(¢())(Zm @ Ag)eo(t)
=1
— (7 st @ QCo)m(t)), (15)
B
C Do) = > ue(¢(t)(Tm @ Ag)ol(t)
0=1
— &L s(r) ® BoKg)Z(1)), (16)

with

(Z(k) ® BolCo)Z(t)

(“aw) ® BoKo) (#(t) = Laars ® 2 (1)
(Zate) © BoKo) ((t) — 1y @ Tps11)
(‘/5(;@ ® BoKo)(w(t) — w(1)).

a7

From (15)-(17) we have,

_ 3 Opmxnmy o _
where , = [5( Y o) ® BokCo) g, bol) ==
S1(ZTm ® Ag) — E(Zs00) @ QCo), (T @ Ag)

BokCs).

T(t), 0™ (1)),
—&(Zsn®

III. MAIN RESULT

Theorem 1: For positive scalars 19,1§, n,1,1,1,y,a, the pos-
itive-definite matrices W,U with Ky=BJU~' and
O = W‘lcg, FOMAS (3) and (4) can be achieved the con-
sensus using tracking control (9), if the following inequalities
hold,

WAy + ALW —9CLCy + nW < 0, (18)
AU + UAL —9B,BL + 73U < 0, (19)
(e W) *
E= < 0, 20
A —(YoU™) 0
where A = 71(§T ' ® U’lBgBeTU’l) and foreach k € ./,
_ 1 _ 1
(nmin(tk - tk*l))a - (®min(tk - tk))a —€ < 0, 21

and ®min = min{@l, @2}
The following optimization problem is obtained by solving:
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Minimize ®1, subject to

WA+ ALW — €yClcy, — 0, < 0. (22)
Minimize @5, subject to
ATU + U Ay — EGUBBIU ™ — 0,U! < 0, (23)
where ¥, = )A/EE A = ming,(k){ y/g(k)'f + Y %509} Yinin
= ;)EE Ainin = ming s { / T + Y %50y bV = Mini<p<pm
v}

Proof. Consider a Lyapunov function:

No(t), (24)

where U and W are positive definite. Here denote V, =

@l (t)(Y @ W)w(t), and Vs = o’ (t)(T @ U Hw(t). For t €

[tr—1,tk), k € N without attacks occur V() = “ 50 = 7
By applying Lemma 3, one has

V(t) = (t)(T @ W)w(t) + 1o’ (t)(T U~

L DiVa(t) = § DY (@ (6)(T ® W)w(1))
<2(=" (1)(Y @ W), Dieo(1))
<2 Xﬁ: po(@() (@' ()T ® W)(Tm @ Ap)
iy 7 ® QyCo))em(t))
< Zﬁ: po(@(t) " (£)(T @ (WA + A7W)
0:12§(T/ @ WQ4Cy) ) (t)
< Eﬂ: wo((t))w" ()(T @ (W Ay + Ag W)
0:12(“{ 7 ®CyC))w(t)
< Gzﬂ; o)) (H)(T & (WA + ATW
- yj Auin (Y7 + #TY)YCCy))wm(t).  (25)
For &> 9/g¢ =070 yhere y,, =maxi,
< M{y,},Y = diag{yy Var- oy LTy = L.
It follows that
¢ DV, <ZM9 (T ® (WA + AW
— ﬂcg Co))wo(t). (26)
Then,
LD Va(t) < — ;ﬁ; wo(@(t)(n + e’ (H)(T ® W)w(t), (27)

where 7 is a constant, 0 < 1 < n.
Next, taking the fractional derivative of Vs with system
(16), one has

o (t)(T ® U™Mw(t))
1g(¢(1))2€ (0

o () (T @ U BoKo)w(t))

5 DyVs(t) = | D (@

< ( )(T/@ UﬁlBgK:g)w(t)

+ EM“

1o((t)) (260" ()T @ U BBLU )

Mm

<
1
@(t) + o' (£) (AU~ + U Ay)
B SV
Vs )\nun(T~ + 7 T)
Ho(t)).

x YU 'ByBLU~
Imu T 7+ /T 1
For ¢ > 19/{ ¢ = A (T4 /7T) , it follows that

Ymax

XT’\’

(28)

B
<3 ol @(0) (200" (1)(X » @ U BT U

Joo(t)),

¢ DeV(t)
—m+nNreU™! (29)

where 7 is a constant, 0 < 7 < 7.
From (27) and (29), we obtain

B
fUD‘ZV(t) <Y (o) (—(n+ 0w (1)(T @ W)w(t)

+ 200" (t) (Y @ U ' BBy U ) w(t)

— @+ ) (T @U Ho(t))

Mm

< 2 1e(d(t)) (—nw” ()(T ® W)w(t) + @' Za(t)
it (O o U )
< - ;ﬂ;ue@(t))(an(t)(T ® W)w(t)
FiT (O o U)
< - y 1o(B(t)) iV (1)
‘DAV(t) < — Z:nV(t), t € [fr1,tr), (30)
where n,,;,, = min{n, 7}. By applying Lemma 1, we get
V(te) < V(E—1)Ea(=min (b — ti-1))" (31)
According to Lemma 2, we get
V(ty) < V(ik.,l)ée*"min@rt’k—l)ﬁ. (32)

When ¢ € [tg, t)), both controllers and observers communica-
tion network is destroyed by malicious attacks, i.e. ~5(,) and
“ (k) should both be considered. Calculating the Caputo frac-
tional derivative of V, and Vs along the trajectory of system
(15) and (16) by selecting ®; and @5 in (22) and (23) respec-
tively, we get
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Fig. 3. The communication topology.
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Fig. 4. State trajectories for FOMASs when dttdcks occur with no security
control, where S, (t) = (S (£), Sp2(t), Sps(t),p = 1,2, ..., 5.

LW DiVa(t) = Dy (@ (8)(T @ W)w(1))
(£)(X ® W)y, Diwo(t))

<2 Z,U«o
- é( (k)
B
< ne(@(1))(O1 — )’ (1)(T © Wew(t), (33)
=1

<2(wT
T()(T @ W)((Zm ® Ap)

® QpCo))w(t))

WD) = D5 (@7 (O(T © U ot)

B
<3 al(0)26 (" ()T
=1
+ (,z)T(t) (T (//(?(k) ® UﬁlsgICg)(x)(t))
B
<" mal()) (260" ()X

+ (03 — i)’

Lok @ UﬁlBg/Cg)w(t)

Zo(k) ® Uﬁlb’ngUil)

(T @ U Na(t). (34)

From (33) and (34), one has

<ZM9

—|—a) ‘:a()

<ZM9

+ 10w (1)(T @ U Hol(t))

¢ DV )(©1%” (1)(X © W)ew(t)

() + 1020 (H)(T ® U oo(t))

)(O1 (6)(Y @ W)wm(t)

< ZMG ®IHIHV( )
< .mmV( ). (35)
Applying Lemma 1 in (35) we get
V(fk) S V(tk)Ea((amin(Ek - tk))a- (36)

By applying Lemma 2, one has

(O (F—t1)

V(E) §V(tk)ée

LNCRNC)
o

- ((nmin (th—tr—1 ))}i*

- 1
e~ (Mmin (tg—t—1))@

_ 1
<V (tp-1) "

_ 1 N %
<V(tp1) e (@ in (1)) )

< al?e“V(tk,l) < %e‘k’fV(to).
Therefore, the FOMAS (3) and (4) can be reached the consen-
sus, i.e., »(t) and w(t) are converge to zero.

Corollary 1: For positive scalars 9,9, n,7,7, 7,7 with
Ko = BQTU‘l,Qg = W—lch, and attacks occur only in the
communication channel for the controllers, FOMAS (3) and
(4) can achieve the consensus using tracking control (9), if
(}8)-(%0) holds in TheO{em 1 and for each k € /", (yin (B —
tr-1))* — (@1 (¢ — t;))® —e < 0. The following optimiza-
tion problem is obtained by solving:

Minimize ®1, subject to

WAg + AAW — €yCICy — O W < 0. (37)

_ mm L —
- k) Alnm -
Ymin

where .
min; << m{¥,}

Corollary 2: For posmve scalars 9,9, n,7,7,7,7 with
Ko =BiU,Qy = W~'C}, and attacks occur only in the
communication network for the observers, FOMAS (3) and
(4) can achieve the consensus using tracking control (9), if
(18)- (20) in Theorem 11h01d and for each k € /) (15, (tx —
th 1))‘1 — (Oy(t — t£))? — € < 0. The following optimiza-
tion problem is obtained by solving:

Minimize @5, subject to

miné(k){ '/gfﬂ(k)’r +7 //&(k)}7 Ymin =

ATUY U Ay — EQUBBIU — 0,0 < 0, (38)

_ A _ T
B VZEE ;)‘min - mln”( ){ 7 T +T/U(]< } Ymin

= mini < m{y,}-

where 1ﬁmin
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Fig. 5. Evolution of total consensus errors w...

Remark 2:In special case, when cyber attacks can not
impact the security of topologies of the communication net-
works of both controllers and observers ([24], [25]) formation
control of observer-based FOMAS without T-S fuzzy system.
Next our investigated to Mittag-Leffler sense of T-S fuzzy
observer-based FOMAS and also our proposed method valid
with & € (0, 1] in ([24], [25]), so the following Corollary.

Corollary 3: For positive scalars 19,19, n,n, 1,0, 7 with
Ko = BiU, and Qy = W'CL, FOMAS (3) and (4) can be
achieved the Mittag-Leffler sense of consensus using tracking
control (9), if (18)-(20) holds and n,,;, > O.

Proof. Consider the Lyapunov functional (24) and
taking the fractional derivative on system (15) and (16), we
obtain that

tCOD?V(t) < _nminv(t>7

where 7., = min{#n,7}. By using Lemma 1, we get

V(t) < V(to)

tO))aa (39)

Eqy ( ~Nmin (t -

where 7,;, = min{n, 7} > 0. It follows from [14], the
inequality (39) are satisfied. Therefore, the FOMAS (3) and
(4) can be reached the consensus of Mittag-Leffler sense.

IV. NUMERICAL EXAMPLES

Two numerical examples are used in this section to demon-
strate the effectiveness of the theoretical results achieved.

Example 1: We consider FOMAS system (3) and (4) with
S, = [\Ypl,\fpg,\fpj] ,p=1,...,5. Having 4 followers and
one leader, allow these agents to get information from their
neighbor in accordance with their communication topology.
We analyze two scenarios, 1) When the cyber system is not
under attack, the communication networks is represented in
Fig. 3(a). 2) When a cyber system is under attack, the commu-
nication topology is depicted in Fig. 3(b) and (c). Suppose that
attacks occur in the time interval [t,,,], we take p € ./,
t,=0.7(p—1)and ¢, = 0.7(p — 1) + 0.5.

The T-S fuzzy model is:

Rule 7! C s
IF S, is #1, THEN { DyS(t)
(1)

Rule .2 N
IF Q1 is .72, THEN { Dys(t)
o(t)

= Alg(t) + Bl’ll(t),
= C3(D).
= A:S(t) + Boii(t),
= Co33(t),

0.4

03 \ h

02r \ 4

011 \ B

Total consensus error @,

01 I I I I I I I

Fig. 6. Evolution of total observer errors ...

where S(t) = (Sp1, Sp2s Sps),

—2.97 0.92 —0.04
=Ay, = | -0.93 0 -0.012 |,
037 —4.73 —-1.79
—0.05 0.90 1.59
B =By = 0 0 0 |,
—-1.80 1.70 -2
2.50 0.98 1.70
Ci=0Cy = ,

0.73 1.70 0.97
=514, =112, S, e(-dd  with
d > 0.

The distributed control is taken as:
Rule ' :

IF %pl is M1, THEN ’Et(t) = 5’(:1(3(75),
Rule #2 :

IF 31 is My, THEN 1(t) = £KoS(t). We choose a = 0.91,
& =28, {—32 n =72, n=>5.7. By solving (18)-(20), we
obtain feedback gain matrices /C; and Ky, observer gain matri-
ces )7 and ) as

0.0937  0.0385 —0.0115]

Ki =Ky = |—-0.2005 —0.0065 —0.0304 |,
—0.1119  0.1005  —0.0924 |

0.0921  0.0823 ]

Q =0, = [00349 —0.1197 |,

0.1566  0.1117 |

with ¥ = 9.6406 9 = 29.8760, O, = 187.

Thus FOMAS (3) and (4) expressed by T-S fuzzy model
obtained the cyber-security consensus for each k € /. Fig. 4
depicts trajectories of FOMASs when DoS attacks happen in the
communication network connecting the three layers without
security control, where \sp(t) (Sp1(t), Spa(t), Sps(1))”
p=12,...,5. Wheno, = 42;) 1wy, F1g 5 denotes the con-
sensus trackmg error. When w, = 421) 1 l@p|, the observer
error of closed-loop systems is depicted in Fig. 6. Figs. 5 and 6
show that cyber attack occurs and the secure control mechanism
still steers the system states to achieve consensus. Figs. 7 and 8
depict the comparison of the consensus tracking error w,, and
observer error w, of systems of the different parameters ¢ and f .
Figs. 9 and 10 show the comparison of the consensus tracking
error w., and observer error ..
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Fig. 7. Comparison of consensus errors ., versus parameters § and £ numer-
ical simulations.
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Fig. 8. Comparison of observer errors ., versus parameters £ and £ numeri-
cal simulations.
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Fig. 9. Comparison of consensus errors «,, for differential orders. Notice
that, for @ = 0.91 consensus errors performance effective manner when com-
pared to order o = 1.

Remark 3: Moreover, numerical simulations demonstrate
that increasing the coupling strengths ¢ and é improves both
the convergence rates for consensus tracking and states observing
(see Figs. 7 and 8 for details). This implies that, while the consen-
sus tracking problem can be solved wy adjustlng the coupling
strengths £> 9/t = o (T4 7T) &> 9/¢,
.= M the convergence rates may be qulte small
when the couphng strengths ¢ and f are, respectively. Addition,
another advantage for comparison tracking error w.., and observer
error w, (see Figs. 9 and 10 for details). Notice that, for o« = 0.91,
consensus errors and observer error performance effective manner
when compared to order o = 1. Briefly, according to the pre-
sented results, the T-S fuzzy FOMASs outperforms the secure
control scheme exploiting integer-order operators.

Example 2.In this example, the suggested observer-based
design approach is used to track the consensus of a network
circuit for a tunnel diode model. We proposed the tunnel diode
network circuit model as depicted in Fig. 11, where Cy, C
denote the capacitor, Rp represents the impedance of tunnel

— — —||w.|| with & = 0.91
— — —||we|| with & = 0.93
— — ||| with & = 0.97
= == ||w.|| with e =1

Extended traking performance

Total consensus error w,

Fig. 10. Comparison of consensus errors ., for differential orders. Notice
that, for @ = 0.91 consensus errors performance effective manner when com-
pared to order = 1.

Resistor
—;wﬁ?r s % ip
E
Y
Tunnel
7 Diode
Capacitor RD

Capacitor

ig

Control Input

&

Fig. 11. The application network circuit of tunnel diode.

diode, F is inductor, and Ry, Rp are the linear resistance.The
fractional-order calculus model is used to rewrite the dynamic
description of the three-state tunnel diode network circuit
model provided in the literature [46]:

cDg%(t) = AS(t) + Ba(t), (40)
p(t) = C3(t)
with
B 1 _1 1
RLOY R1Cy a1
_ 31+5252( t)
A= RL1C2 s RLlcz ’
_1 0 —Bp
L T FE E
[0
B=|0|,c=130) = (31,3,935)",
1
LE

%1 (t) S [m15m2]7 my; = max{mimg}a

and s1, 89 is a known scalars.

The following equations can be expressed in T-S fuzzy
form:
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Fig. 13. Consensus error w. and w,., when attacks occur with no security
control.

tunnel diode network circuit model to act as the leader
agent, generating the required state trajectory. With the net-
work topology shown in Fig. 3, four tunnel diode circuit
models operate as follower agents, and these agents can
receive output information from their neighbours. More-
over, let h = 0.02 s and t, = 90 ph, t, = 91 ph, forp e /.
Assume that attacks occur over the time interval [t,,%,]. We

1.5 2

015 [ 5,0---5,,0  S,0---5,0---5,0]  choose £ =13, £ =19, n= 3.7, §j = 7.9. By solving (18)-
(20), we obtain feedback gain matrices Ky and K, observer
= 01 1 gain matrices {); and ), as
‘J’)r& r
—0.0794 —0.0008 0
Ky =1 0.0008 —0.0734 0 ,
. 0 0 —0.0974
[2.3741  0.1895 0
Fig. 12. State trajectories for tunnel diode circuit model when attacks Co = 0 1.3604 —0.9087 ,
occur with no security control, where S,(t) = (S (1), Spa(t), S (1))’ 0.1895 09087 0.3761
p=12,...,5. LY -y .
[—2.9031 —0.7980]
0, = | 3.2080 0.3950
o 2 . 1 )
DI (1) = iy ol () [ Aoy () + Bay()], -, s oo
2 — 4. —VU.
(pp(t) = 29:1 ql9(¢p(t)) [69%17@)] ) - -
—1.9464  0.4488
where Qy,=| 08713 —0.8736
—1.3688 —0.9125
sp(t) = [%ph (‘}p% SP3]T7 ) R )
-1 _1_ 1 with ¢ = 39.0318, ¢ = 38.4191, Oy, =374. When no
RLCI RLcl Cl .
B 1 514591 1 security controls are used and attacks occur at t; = 1.4 s,
A= RiC; Gy T R0y ) the state trajectories of the 5 agents are represented in
_% 0 _% Fig. 12. The final tracking to the leader was not possible
- 1 1 1 due to difficulties in the connectivity of the two communi-
Rrcy RrCy G cation networks. Fig. 13 shows that without secure control
Ay = RL102 — 8—12 — RLlcz , scheme of system model is still not achieve consensus error.
1 0 _Rp As a result, to evaluate the distributed observer-based secu-
- E E rity control mechanism, the followers are implemented, and
0 the consensus errors are presented in Fig. 14, indicating that
Bi=B,=|0]|, C=1, good observation performance has been obtained.
% V. CONCLUSION
P CIRI (O . ' |
71 = A2 = m ,Sp1 € [—4,4]. The security control for T-S fuzzy FOMASs with cyber-

Here, the order « is chosen as 0.93, and similar to [46], the
values of sy, s9, C1, Cs, E, Rg, R are selected as 0.002,
0.01, 1F, 0.1F, 20H, 0€) and 1€) respectively. Select one

attacks has been examined. A cyber-attack model with mali-
cious attacks are considered with both controllers and observ-
ers. For modeling recoverable cyber attacks a switched device
has been employed. By utilizing the theory of fractional-
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Fig. 14. Consensus errors @, and w, with different differential orders.

calculus, Lyapunov functional and algebraic graph theory, an
distributed control is designed to achieve the secure consensus
of T-S fuzzy FOMAS:s. Finally, a simulation examples and an
electronic circuit based on a tunnel diode are presented to
demonstrate the effectiveness of the suggested strategy. In the
future, we will investigate the networking of T-S fuzzy cas-
cade multi-area power systems in a smart grid with electric
vehicles (EVs) under DoS attacks.
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